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Roadmap

* Sensitive data stream processing context

¢ SGX overview

e SecureStreams: architecture and implementation
* Preliminary evaluation

e Conclusion and future work
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Sensitive data stream processing context
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SGX hardware

Skylake products: https://ark.intel.com/products/codename/37572/Skylake
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SGX hardware

Google Cloud

amazon
web services™

Skylake products: https://ark.intel.com/products/codename/37572/Skylake
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Secure processing with SGX

Untrusted Code Trusted Code

__________________ =

Trusted function

Create enclave Execute

2@ ;@
Call trusted function €———————7— Return

----’

Enclave
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SGX hardware limitations

Enclave Page Cache:
- 128 MB
- used by enclave

- costly overtlows
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Lua: a lightweight multiplatform runtime

www.lua.org
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Integration between Lua and SGX

SGX enclave

secure execution
code (data)

Enclaved LuaVM

T
| EnclvedluaVM

SGX ECall
C proxy

Vulnerable Code

+tSgxXprocess (code,data)
Isgxencrypt (key,data)

llsgxdecrypt (key,data)

lua-sgx binding

Vanilla LuaVM
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SecureStreams overview

Distributed stream processing
Datatlow programming paradigm
Deployment infrastructure abstraction

Encrypted communication

Secure processing in trusted hardware enclaves
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SecureStreams overview

---------------------------------------

+ [{name: "John Doe",
: {name: "Jane Doe",
. {name: "Janice Doe", age: 15}]

RESULT REDUCE FILTER
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Architecture
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Architecture

WORKER
Docker
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Architecture

WORKER ROUTER
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Architecture
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Architecture

e Docker __Docker
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Implementation

RxLua: https://github.com/bjornbytes/Bxl ua
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Implementation

RxLua: https://github.com/bjornbytes/Bxl ua

lzmQ: https://github.com/zeroma/lzmg
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Implementation

Rx.0Observable.fromTable (people)
:map (
function (person)
return person.age
end
)
filter(
function (age)
return age > 18

end
)
:reduce (
function (accumulator, age)
accumulator[count] = (accumulator.count
or 0) + 1
accumulator[sum] = (accumulator.sum

or 0) + age
return accumulator
end, {}
)
:subscribe (
function (datas)
print ("Adult people average:"

datas.sum / datas.count)
end,

function (err)
print (err)
end,
function ()
print ("Process complete!")
end

4
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Implementation

Rx.0Observable.fromTable (people)

:map ( }—‘~h**“‘“***“““*-—-“*,>
function (person)
return person.age N AT A
end DATA
) l
filter(
function (age)
S \
\

end
)
:reduce (
function (accumulator, age)
accumulator[count] = (accumulator.count

or 0) + 1
accumulator[sum] = (accumulator.sum
or 0) + age
return accumulator Fﬂjfﬁﬁq
end, {} )
| l
:subscribe (
function (datas) \
print ("Adult people average:"

4

datas.sum / datas.count)

end, REDUCE
function (err)

print (err) l
end,
function ()

print ("Process complete!™)

end
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Preliminary evaluation

FlowShape
Outlet([String] FlowShape[String, FlightEvent] [FlightEvent, FlightDelayRecord]
Source ————————— csvToFlightEvent ———— filterAndConvert ——
.fromIterator()
UniformFanOutShape
Inlet [Any] [FlightDelayRecord, FlightDelayRecord]
Sink.ignore «— Broadcast -«

FlowShape
Inlet[Any] [FlightDelayRecord, (String, Int, Int)]
Sink. +— averageCarrierDelay <
foreach(_)

Source: https://blog.redelastic.com/diving-into-akka-streams-2770b3aeabb0
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Preliminary evaluation

DATA MAP FILTER REDUCE RESULT
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Preliminary evaluation

Dataset:
 American Bureau of Transportation Statistic

* http://stat-computing.org/dataexpo/2009/the-data.html

e 4 |ast years available: from 2005 to 2008
« 28 M of entries

e 2.73 GB of data
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Preliminary evaluation

Evaluation settings:

e Cluster of 2 SGX machines 8CPU/8GB w/ Ubuntu
14.04.1 LTS

o Switched 1 Gbps network

 Docker (v. 1.13.0) & Docker Swarm (v. 1.2.5)
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Preliminary evaluation

Datasl
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Data/Mapper Mapper/Filter Filter/Reducer Reducer/Printer

Mapper Filter Reducer Printer

Datas3

Datas4
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Preliminary evaluation

Datasl
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MapperSGX FilterSGX ReducerSGX Printer
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Preliminary evaluation
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Preliminary evaluation

Processing time: Average and standard deviation
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Preliminary evaluation
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Preliminary evaluation
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Preliminary evaluation

Processing time: Average and standard deviation

2500 T Ll 1 Ll Ll
2000 +F .
&)
g 1500 .
o
= T
w
w
© 1000 t .
o
o
500 F .
O 1 1 1 1 1
1 2 4 8 16
# of SGX workers

Scalability

. e 0
SecureStreams: A Reactive Middleware Framework for Secure Data Stream Processing I I U n ml

Aurélien HAVET - DEBS 2017 - 22/06/2017 UNIVERSITE DE
SecureClioud NEUCHATEL 25



Conclusion & Future work

v Distributed stream processing
v Secure communication

v Secure processing in TEE
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Conclusion & Future work

v Distributed stream processing
v Secure communication

v Secure processing in TEE

= Container deployment in full automation

= Dynamic scale at runtime
= Smart placement of containers

= Third-party Lua components embedding
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Thanks for your attention
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